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The high security risks that are susceptible to hacking and 
exploitation by malicious actors to steal data or information 
often arise due to a lack of awareness regarding the critical 
importance of implementing deceptive network security using 
honeypots. Negligence can create vulnerabilities that are easily 
exploited, allowing attackers to initiate breaches. A notable 
network security approach involves using Honeypots, a 
method that creates a decoy server to mimic an authentic one. 
Honeypots are deliberately engineered to attract the attention 
of cyber attackers and facilitate their access to the trap server, 
thereby enabling the monitoring and analysis of their activities 
without compromising the integrity of the primary server. To 
achieve optimal network security, comprehensive testing of 
Honeypots is essential. This testing process serves as a 
fundamental metric in evaluating the efficacy and performance 
of Honeypot systems in mitigating cyber threats. 
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1. Introduction 
The increasing sophistication and frequency of cyberattacks have posed significant risks to critical 

infrastructure, prompting the need for advanced and proactive cybersecurity measures. In response to these 

evolving threats, organizations are increasingly adopting innovative techniques to detect and mitigate cyber 

risks. One such technique is the implementation of honeypots intentionally vulnerable systems designed to 

attract and monitor malicious activities[1]. By simulating a vulnerable environment, honeypots provide an 

opportunity to observe the tactics and behaviors of cybercriminals in a controlled setting, contributing valuable 

data to the field of cybersecurity[2]. 

However, despite the effectiveness of honeypots in capturing attack data, there remains a significant gap in the 

ability to classify and assess the severity of these threats. Traditional security systems often fail to distinguish 

between high-risk intrusions and minor or non-threatening activities, leading to inefficient threat response 

strategies. This research aims to address this limitation by implementing a honeypot system designed to 

emulate a vulnerable web server, track attacker behavior, and analyze the resulting logs with the assistance of 

Artificial Intelligence (AI), specifically by leveraging the analytical capabilities of the Gemini API[3]. By 

classifying the severity of the detected threats, this study seeks to provide cybersecurity practitioners with a 

more refined tool for prioritizing and responding to cyber threats effectively[4]. The primary research question 

guiding this study is: How effectively can a honeypot system, enhanced by AI-driven log analysis using the 

Gemini API, detect, classify the severity of, and provide mitigation recommendations for simulated cyberattacks 

on IT infrastructure. 
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The motivation for this research stems from the growing need for a more sophisticated approach to threat 

detection, one that not only identifies intrusions but also categorizes them according to their potential impact. 

Existing systems predominantly focus on detecting malicious activities without offering sufficient insights into 

the risk level associated with each event[5]. By utilizing the Gemini API to analyze the attack logs generated by 

the honeypot, this study intends to enhance the accuracy and efficiency of threat classification, thereby enabling 

more informed decision-making in cybersecurity defense[6]. 

While prior research has explored the use of honeypots in capturing and monitoring cyberattacks, and some 

have begun to explore AI integration, many studies have not fully leveraged the capabilities of advanced large 

language models for deep log analysis[7]. This research distinguishes itself by integrating AI-powered log 

analysis into the honeypot framework, offering a novel approach to classifying the severity of detected 

intrusions[8]. Through this integration, the study aims to make a significant contribution to the existing body 

of knowledge in cybersecurity by advancing the capabilities of honeypot systems and enhancing their 

effectiveness in real-world applications[9]. 

By improving the way threats are classified and prioritized, this research provides an important step toward 

more efficient cybersecurity practices. The integration of AI technologies into honeypot-based detection 

systems holds the potential to transform how organizations detect, analyze, and respond to cyber threats, 

ultimately strengthening their defenses against the growing number of sophisticated cyberattacks[10]. 

2. Research Method 

 

Figure 1. Research Stages 

This section provides a detailed account of the methods employed to investigate the use of honeypot systems 

for detecting and analyzing cyberattacks. The methodology outlined here is designed to ensure that future 

researchers can replicate this study effectively. It includes the research flow, tools used, data collection 

methods, data validation procedures, and the study environment[11]. 

In this research, the "respondents" are simulated cyberattackers, not human participants. These simulated 

attacks are designed to mimic various real-world threats, such as unauthorized access, and malware 

deployment. The honeypot system is set up to interact with these simulated attackers, providing a controlled 

environment to track attack behaviors and gather valuable data[12]. 

The type of simulated cyberattacks that will be observed include: 
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a) Port Scanner: A scanning technique used to identify open ports on a network, often the first step in 

attempting to gain unauthorized access. SSH Console 

b) SSH-Console Attacks: Unauthorized attempts to gain access to a system via SSH (Secure Shell) using 

brute-force or dictionary-based password guessing. Botnet Attacks 

c) Metasploit: A widely used penetration testing tool designed to exploit known vulnerabilities. In this 

research, it will be used to simulate advanced attack techniques targeting the honeypot. 

d) Botnet Attacks: Automated attacks conducted by a network of compromised devices controlled by the 

attacker, typically used for large-scale DDoS (Distributed Denial of Service) or spamming operations. 

 
Figure 2. Network Security Schema with Honeytrap 

  

 

Figure 3. Honeypot As a Service in Cloud 

The diagram represents a network security system using a honeypot (specifically, a honeypot instance) as part 

of a cloud-based service. The cloud service is provided by Domainesia with the specifications of the cloud 

infrastructure including the SUPER package. The VM specifications include 5 GB of Cloud SSD storage, 100% 

CPU resource allocation (equivalent to 1 vCPU), and 1 GB of RAM. Here's an explanation of the components and 

flow shown in the diagram: 

a) Malicious User: This represents an attacker who attempts to access the system or service. 

b) Legal User: This represents a legitimate user who is trying to access the original server instance. 

c) Filtering with Redirection: When a user attempts to access the system, a filtering mechanism is used. 

This filter directs malicious traffic (attackers) to the honeypot instance while allowing legitimate users 

to access the actual server. 

d) Honeypot Instance: This is a decoy system set up to look like a vulnerable target to attract malicious 

users. It doesn't serve any real purpose for the attacker other than to gather information about their 

methods. When an attacker accesses this instance, their activity is logged, and an attacker profile is 

created. This helps in tracking and analyzing the attacker's behavior without risking the real system. 
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e) Original Server Instance: This is the actual system or service that legitimate users intend to access. 

Malicious users are redirected away from it and instead interact with the honeypot. 

Data collection in this study focuses on recording the activities of simulated cyberattackers interacting with the 

honeypot. The following tools and methods will be employed for data collection[13]: 

a) Honeypot System Setup: The honeypot system is deployed using tools such as Honeyd or Kippo, which 

simulate vulnerable services and are designed to attract attacks. Honeypot is configured within a 

virtual machine (VM) environment on cloud infrastructure to ensure isolation from live systems. 

b) Simulated Attacks: Attack scenarios will be created using tools like Metasploit, OWASP ZAP, and custom 

scripts. These tools simulate various types of attacks to ensure that the honeypot system encounters a 

wide range of malicious activities. 

 
Figure 4. Response to a Metasploit Exploit Attempt 

c) Log Collection: During the attack simulations, all activities performed by the simulated attackers will 

be logged in .log files[14]. These logs will include detailed records, such as IP addresses, types of 

attacks, timestamps, and other attack-related data. Even if the attacker successfully compromises the 

service, the system will still log all activities, including attack techniques, attack duration, and 

penetration methods, ensuring that data on successful attacks is still captured[15]. 
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Figure 5. Log Collection 

d) Data Storage and Organization: The collected logs will be securely stored in a database and organized 

for easy access and analysis. The data will be categorized based on attack type, success, and severity 

of the intrusion. 

e) AI Log Analysis: Collected logs are subsequently processed and analyzed using Artificial Intelligence. 

Specifically, this research utilizes the Google Gemini API, a large language model, to interpret the log 

data, identify patterns indicative of malicious activity, classify the severity of detected threats, and 

generate actionable recommendations. The Gemini API's capabilities in natural language 

understanding and generation are leveraged to provide comprehensive insights from the raw log files. 

Prompts are carefully crafted to guide the API in its analysis and recommendation generation process. 

 

 
Figure 6.  AI Analysis 

To ensure the validity and reliability of the collected data, the following measures will be taken repeated same 

simulated attacks will be repeated multiple times under similar conditions to ensure consistency in the 

results[16]. This repetition helps eliminate any inconsistencies caused by external factors, such as network 

latency. 
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Figure 7. Log for Nmap Scan 

Figure 7 represents the honeypot's behavior in response to an Nmap scan and is used to analyze the attack 

patterns while keeping the primary system secure. Figure 8 shows a log entry from a honeypot system related 

to a simulated cyberattack using a port scan. 

 

 

Figure 8. Log Collection at Nmap Scan Attempt 

3. Result and Discussions 
Honeypot Messages Over Time, comparing two datasets: Original Data (represented by the red line) and With 

Offset (represented by the green line). Both datasets exhibit fluctuations over time, reflecting variations in the 

response times or message timings recorded by the honeypot system during simulated attack attempts or 

interactions. The original data represents raw, unmodified response times, whereas the offset data has been 

adjusted, likely to replicate real-world conditions such as network delays or alterations in system behavior[17]. 

While the two datasets display similar trends, the green line is marginally shifted due to the applied offset, 

highlighting the potential impact of system adjustments on the honeypot’s performance[18]. The consistent 

fluctuations observed in both datasets indicate that the honeypot is actively responding to different simulated 
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attack patterns or interactions, with the offset providing a mechanism for modeling potential real-world 

disruptions or variations in system responses[19]. 

 

Figure 10. Honeypot Messages Over Time 

a) Original Data (Red Line): This likely represents the raw data collected directly from the honeypot 

system. The red line fluctuates based on the actual response times, messages, or interactions that were 

logged by the honeypot during simulated attack attempts or normal activity. 

b) With Offset (Green Line): This data has been adjusted by adding an "offset." The green line shows the 

same data but modified, possibly to account for time shifts, added noise, or adjustments that simulate 

how the system would react under different conditions, or to highlight certain patterns. 

Table 1. Summary of Detected Cyberattack Tests on Honeypot 

Test 
Detected 
Honeypot 

Target Date 

Port scan (Nmap) Yes 10.0.1.189 
4/11/2025  
2:35:45 PM 

Metasploit Yes 10.0.1.189 
4/11/2025  
3:21:11 PM 

SSH Yes 10.0.1.189 
4/11/2025  
3:29:08 PM 

 

Overall, the AI plays a critical role in analyzing and classifying attack severity while providing appropriate 

mitigation recommendations. An AI-integrated honeypot system enhances the detection and response 

effectiveness against threats, This approach offers significant advantages over non-AI honeypot 

implementations or those using less sophisticated AI. For instance, traditional honeypots might only log events, 

requiring extensive manual analysis. Basic AI might offer simple pattern matching. In contrast, the Gemini API 

can provide deeper contextual understanding of logs, more nuanced threat classification, and generate more 

detailed and actionable mitigation advice[20]. This leads to potential improvements in response time (due to 

faster, automated analysis), accuracy (due to better understanding of complex attack patterns), and threat 

classification granularity[21], providing valuable insights for planning future network defense strategies[22]. 
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4. Conclusions and Future Works 
This study effectively demonstrates the successful application of a honeypot system, enhanced by log analysis 

via the Gemini API, for the detection, classification, and provision of mitigation insights regarding simulated 

cyberattacks. Deployed with the IP address 10.0.1.189, the honeypot proficiently identified diverse attack 

vectors, including Port Scans, SSH Brute Force attempts, and Metasploit Exploits. The analytical power of the 

Gemini API proved crucial in dissecting these attacks, categorizing them by severity, and generating actionable 

mitigation recommendations, thereby underscoring the system's practical value in contemporary 

cybersecurity. 

Building upon these strong and actionable findings, future development will focus on further refining and 

expanding the system's capabilities, reflecting modern cybersecurity needs. Immediate, short-term (next 6-12 

months) priorities include the meticulous refinement and optimization of prompts utilized with the Gemini API 

to achieve even greater accuracy and contextual awareness in log analysis and recommendation generation. 

Concurrently, more extensive testing with a broader spectrum of simulated attacks will be undertaken to 

rigorously validate the system's robustness and the AI's classification precision, ensuring its readiness for more 

complex threat landscapes. 

Strategically, medium-term goals (1-2 years) will explore the integration of real-time or near real-time log 

streaming to the Gemini API, significantly enhancing incident response times, and will also initiate the 

development of dynamic honeypot behavior, allowing the system to adapt its emulated services based on 

detected attack patterns. Looking further ahead, long-term development (2+ years) will investigate the 

integration of more advanced AI algorithms, such as deep learning through fine-tuning large language models 

(like those accessible via Gemini API) or exploring reinforcement learning for adaptive defense against 

sophisticated threats like Advanced Persistent Threats (APTs). Furthermore, a key long-term objective is the 

creation of a collaborative honeypot network for sharing anonymized attack data and AI-driven insights 

globally, alongside improving automated mitigation for zero-day vulnerabilities through integration with 

global threat intelligence. These comprehensive advancements aim to substantially strengthen the honeypot's 

capacity for providing robust, real-time defense against the continuously evolving cyber threat panorama. 
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